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1.When defining due diligence requirements for the set of vendors that host web applications which of
the following is typically NOT part of evaluating the vendor's patch management controls?

A. The capability of the vendor to apply priority patching of high-risk systems

B. Established procedures for testing of patches, service packs, and hot fixes prior to installation

C. A documented process to gain approvals for use of open source applications

D. The existence of a formal process for evaluation and prioritization of known vulnerabilities

Answer: C

Explanation:

A documented process to gain approvals for use of open source applications is typically not part of
evaluating the vendor’s patch management controls, because it is not directly related to the patching
process. Patch management controls are the policies, procedures, and tools that enable an organization
to identify, acquire, install, and verify patches for software vulnerabilities. Patch management controls
aim to reduce the risk of exploitation of known software flaws and ensure the functionality and
compatibility of the patched systems. A documented process to gain approvals for use of open source
applications is more relevant to the software development and procurement processes, as it involves
assessing the legal, security, and operational implications of using open source software components in
the vendor’s products or services. Open source software may have different licensing terms, quality
standards, and support levels than proprietary software, and may introduce additional vulnerabilities or
dependencies that need to be managed. Therefore, a documented process to gain approvals for use of
open source applications is a good practice for vendors, but it is not a patch management control per se.
References:

* Guide to Enterprise Patch Management Planning

* Governance of Key Aspects of System Patch Management

* Certified Third Party Risk Professional (CTPRP) Study Guide

2.The primary disadvantage of Single Sign-On (SSO) access control is:

A. The impact of a compromise of the end-user credential that provides access to multiple systems is
greater

B. A single password is easier to guess and be exploited

C. Users store multiple passwords in a single repository limiting the ability to change the password

D. Vendors must develop multiple methods to integrate system access adding cost and complexity
Answer: A

Explanation:

Single Sign-On (SSO) is a convenient and efficient way of authenticating users across multiple
applications and platforms with a single set of credentials. However, it also poses some security risks
and challenges that need to be considered and addressed. One of the main disadvantages of SSO is
that it creates a single point of failure and a high-value target for attackers. If an end-user credential is
compromised, the attacker can gain access to all the systems and resources that the user is authorized
to access, potentially causing significant damage and data breaches. Therefore, SSO requires strong
security measures to protect the user credentials, such as encryption, multifactor authentication,
password policies, and monitoring. Additionally, SSO users need to be aware of the risks and follow best
practices to safeguard their credentials, such as using strong and unique passwords, changing them
regularly, and avoiding phishing and social engineering attacks.

References:
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* 1: What are the disadvantages of single sign-on authentication? - Information Security Stack Exchange
« 2: Single Sign-On Disadvantages: 6 Advantages and Disadvantages [What You Need to Know] - Mostly
Blogging

+ 3: SSO Security Risks: The Drawbacks of SSO (And What Can You Do About it) - Zluri

3.Which statement BEST describes the use of risk based decisioning in prioritizing gaps identified at a
critical vendor when defining the corrective action plan?

A. The assessor determined that gaps should be analyzed, documented, reviewed for compensating
controls, and submitted to the business owner to approve risk treatment plan

B. The assessor decided that the critical gaps should be discussed in the closing meeting so that the
vendor can begin to implement corrective actions immediately

C. The assessor concluded that all gaps should be logged and treated as high severity findings since the
assessment was performed on a critical vendor

D. The assessor determined that all gaps should be logged and communicated that if the gaps were
corrected immediately they would not need to be included in the findings report

Answer: A

Explanation:

According to the Shared Assessments Certified Third Party Risk Professional (CTPRP) Study Guide, risk
based decisioning is the process of applying risk criteria to prioritize and address the gaps identified
during a third-party risk assessment1. The assessor should analyze the gaps based on the impact,
likelihood, and urgency of the risk, and document the findings and recommendations in a report. The
assessor should also review the existing or proposed compensating controls that could mitigate the risk,
and submit the report to the business owner for approval of the risk treatment plan. The risk treatment
plan could include accepting, transferring, avoiding, or reducing the risk, depending on the risk appetite
and tolerance of the organization1.

The other statements do not reflect the best use of risk based decisioning, as they either ignore the risk
analysis and documentation process, or apply a uniform or arbitrary approach to prioritizing and
addressing the gaps. The assessor should not decide or conclude on the risk treatment plan without
consulting the business owner, as the business owner is ultimately responsible for the third-party
relationship and the risk management decisions1. The assessor should also not communicate that the
gaps would not be included in the report if they were corrected immediately, as this could compromise
the integrity and transparency of the assessment process and the report2.

References:

+ 1: Shared Assessments Certified Third Party Risk Professional (CTPRP) Study Guide, pages 29-30,
33-34

« 2: Third-Party Risk Management: Final Interagency Guidance, page 10

4.The set of shared values and beliefs that govern a company’s attitude toward risk is known as:
A. Risk tolerance

B. Risk treatment

C. Risk culture

D. Risk appetite

Answer: C

Explanation:
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Risk culture is the term used to describe the collective way that an organization thinks about, manages,
and responds to risk. It is influenced by the organization’s values, beliefs, norms, and practices, as well
as the external environment and stakeholders. Risk culture affects how employees perceive,
communicate, and act on risk issues, and how they balance risk and reward in their decision making. A
strong risk culture is one that supports the organization’s strategic objectives, fosters accountability and
transparency, and promotes learning and improvement. A weak risk culture is one that undermines the
organization’s risk management framework, creates silos and conflicts, and exposes the organization to
excessive or unnecessary risks.

References:

» Shared Assessments CTPRP Study Guide, page 13, section 2.1.1

* GARP Best Practices Guidance for Third Party Risk, page 5, section 2.1

* Organizational culture | Definition, Benefits and Challenges

5.Which statement is TRUE regarding artifacts reviewed when assessing the Cardholder Data
Environment (CDE) in payment card processing?

A. The Data Security Standards (DSS) framework should be used to scope the assessment

B. The Report on Compliance (ROC) provides the assessment results completed by a qualified security
assessor that includes an onsite audit

C. The Self-Assessment Questionnaire (SAQ) provides independent testing of controls

D. A System and Organization Controls (SOC) report is sufficient if the report addresses the same
location

Answer: B

Explanation:

The Cardholder Data Environment (CDE) is the part of the network that stores, processes, or transmits
cardholder data or sensitive authentication data, as well as any connected or security-impacting
systems123. The CDE is subject to the Payment Card Industry Data Security Standard (PCI DSS), which
is a set of requirements and guidelines for ensuring the security and compliance of payment card
transactions123.

The PCI DSS defines various artifacts that are reviewed when assessing the CDE, such as:

* The Data Security Standards (DSS) framework: This is the document that specifies the 12 high-level
requirements and the corresponding sub-requirements and testing procedures for PCI DSS
compliance123. The DSS framework should be used to scope the assessment, meaning to identify and
document the systems and components that are in scope for PCI DSS, as well as the applicable
requirements and controls for each system and component123. Therefore, option A is a true statement
regarding artifacts reviewed when assessing the CDE.

* The Report on Compliance (ROC): This is the report that provides the assessment results completed
by a qualified security assessor (QSA) that includes an onsite audit of the CDE123. The ROC is a
detailed and comprehensive document that validates the organization’s compliance status and identifies
any gaps or deficiencies that need to be remediated123. The ROC is required for merchants and service
providers that process more than 6 million transactions annually, or that have suffered a breach or been
compromised in the past year123.

Therefore, option B is a true statement regarding artifacts reviewed when assessing the CDE.

* The Self-Assessment Questionnaire (SAQ): This is a questionnaire that provides a validation tool for
merchants and service providers that are not required to submit a ROC123. The SAQ is a self-
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assessment tool that allows the organization to evaluate its own compliance status and identify any gaps
or deficiencies that need to be remediated123. The SAQ does not provide independent testing of
controls, as it is based on the organization’s self-reported answers and evidence123. Therefore, option C
is a false statement regarding artifacts reviewed when assessing the CDE.

* A System and Organization Controls (SOC) report: This is a report that provides an independent audit
of the internal controls and processes of a service organization, such as a cloud provider, a data center,
or a payment processor45. The SOC report is not specific to PCI DSS, but rather to other standards and
frameworks, such as SOC 1 (based on SSAE 18), SOC 2 (based on Trust Services Criteria), or SOC 3
(based on SOC 2)45. A SOC report is not sufficient to demonstrate PClI DSS compliance, as it may not
cover all the requirements and controls of the PCI DSS, or it may not address the same location or
scope as the CDE123. Therefore, option D is a false statement regarding artifacts reviewed when
assessing the CDE.

References: The following resources support the verified answer and explanation:

* 1: PCI DSS Quick Reference Guide

« 2: PCI DSS FAQs

+ 3: PCI DSS Glossary

* 4: What is a SOC report?

* 5: SOC Reports: What They Are, and Why They Matter

5/5



